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° Before you install

Before you install

No nonsense license agreement

This is a legal agreement between you and SecureWave SA covering use of the
application known as Sanctuary Device Scanner.

Be sure to read the following agreement before using the software. IF YOU DO NOT
AGREE WITH THE TERMS OF THIS AGREEMENT, DO NOT USE THE SOFTWARE AND DESTROY
ALL COPIES OF IT IN YOU CONTROL.

This User License Agreement ("Agreement") is a legal agreement between you
(either an individual or a single entity) and SecureWave SA ("Company"). By
installing, copying, or otherwise using Sanctuary Device Scanner ("Software") on
any computer or device, you agree to be bound by the terms of this Agreement.

If you do not agree to the terms of this Agreement, you are not authorized to use
the Software.

TERMS OF USE

SecureWave SA grants you a non-exclusive license to use the Software.

The Software tool is given FREE for unlimited use. You are free to copy it onto as
many machines as you like and make as many copies as you need for your
personal use.

This SecureWave product is provided to you free of charge and on an "as is" basis
with no warranty on any kind or upgrades.

THERE IS NO WARRANTY OF ANY KIND EITHER EXPRESS OR IMPLIED. ALL WARRANTIES ARE
EXPRESSLY DISCLAIMED INCLUDING, BUT NOT LIMITED TO, ANY WARRANTIES OF TITLE,
MERCHANTABILITY, FITNESS FOR PARTICULAR PURPOSE, NON-INFRINGEMENT OR ARISING
OUT OF A PARTICULAR COURSE OF DEALING. USE THIS SOFTWARE AT YOUR OWN RISK. IN
NO EVENT SHALL ANY LICENSOR BE LIABLE FOR ANY CLAIM, DAMAGES, OR OTHER
LIABILITY, WHETHER IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, RELATING TO,
ARISING FROM OR IN CONNECTION WITH THIS SOFTWARE OR ANY USE OF IT.

TITLE

Title, ownership rights, and intellectual property rights in Software shall remain
with SecureWave SA. International copyright laws and treaties protect this
Software.

Sanctuary Device Scanner - V1.0 3



0 Before you install

TERMINATION

The license will terminate automatically if you fail to comply with the limitations
described herein. On termination, you must destroy all copies of the Software and
the Documentation on your control.

L Sanctuary Device Scanner - V1.0



° Overview

Overview

Device Scanner Tool is a search product that identifies devices connected to a
specific computer(s) or domain. It is used as a pre-installation check up —
identifying and prospecting the use and presence of all type of devices.

Notational conventions

The following symbols are used throughout this guide to emphasize important
points about the information you are reading:

25 Special note. This symbol indicates further information about the

topic you are working on. These may relate to other parts of the
system or points that need particular attention.

Z Time. Used in a paragraph describing a ‘short-cut’ or tip that
may save you time.

‘\ Caution. This symbol means that proceeding with a course of
action may result in a risk, e.g. loss of data or potential
problems with the operation of your system.

Typographic conventions

The following typefaces are used throughout this guide:

This typeface (/talic) is used to represent fields, menu commands, and cross-
references

This typeface (fi xed wi dt h) is used to represent messages or commands typed at
a command prompt

This typeface (SmaLL Caps) is used to represent buttons you click

Keyboard conventions

A plus sign between two keyboard keys means that you must press those keys at
the same time. For example, ALT+R means that you hold down the ALT key while
you press R.

Sanctuary Device Scanner - V1.0 5



0 Overview

A comma between two or more keys signifies that you must press each of them
consecutively. For example 'Alt,R,U' means that you press each key in sequence.

To contact us

If you have a question that is not answered in the online help, documentation, or
the SecureWave knowledge base, you can contact your SecureWave customer
support team by telephone, fax, email, or regular mail.

Technical Support hours are Monday to Friday, 8:00 to 20:00 CET/CEST in Europe
and 8:00 AM to 8:00 PM ET/EDT in USA.

You can contact our technical support team by calling:
+352 265 364 300 (International),

1-877-713-8600 (US Toll Free),

0-800-012-1869 (UK Toll Free)

or by sending an email to: support@SecureWave.com

Alternatively, you can write to customer support at:

SecureWave Support
Atrium Business Park
23-7ZA Bourmicht
L-8070 Bertrange
Luxembourg
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Installation

Installation

The installation process is direct and simple. To install the program:

1. Search for the included setup_devscan2.exe file and double click on it.
This will execute the program displaying the first screen:

1 Device Scanner Setup E“E\@

- Welcome to the Device Scanner
i.f./ Installation Wizard

1t iz strongly recommended that you exit sl Windoves programs
before running this setup program.

Click Cancel to quit the setup program, then close any
programs you hewe running. Click Next 1o continue the install

WARNING: This program is protected by copyright law and
international treaties

Unauthorized reproduction or distribution of this program, or
any portion of it, may resultin severe civil and criminal
penalties, and will be prosecutes to the meximum extert
possible under leow

Figure 1: Installation: welcome dialog

2. Click on Next to proceed with the installation. You now need to accept
the license agreement before proceeding. Read the terms and click on |
accept the license agreement and then on Next to continue.

1% Device Scanner Setup E]l@@

License Agreement
You must agree with the license agreement below to proceed l\u

LICENSE AGREEMENT ~
Sanctuary Device Scanner (inventory and assessment tool)

This License Agreement ('Agreement”) states the temms and sonditions upon which Secursiiave 3.4
("'Secursiliave") ffers to license the Sanctuary Device Scanner with which this Agresment is distributed (the
“Software"). This Agrsement legally binds you and Securelizwe, whose contact information is:

Securaiiiave § A Tel: +352 36536411
Arium Business Park Fax: +352.268364-12
2524 Bourmicht support @secureuave.com

L8070 Bertrange
Grand Duchy of Luxembourg

1. Grant of License. -
(7)1 accept the license agreement
(& do nat accept the ficense agreement:

wise Installation Wizard ()

[ Eesat | [ =Bsck | pes [ concat |

Figure 2: Installation: license agreement
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Installation

3. In this next step, you define the installation folder. Click on Browse to
change it.

i Device Scanner Setup Q

Destination Folder
Select a folder where the application will be installsd KE’)

The Wize Installation wizard will install the files for Device Scanner inthe following
folder.

OOTo install into = different folder, click the Browse button, and select another folder.
Y¥ou can choose not to install Device Scanner by clicking Cancel to exit the Wise
Installation Wizard

Destination Folder

€:\Pragram Files\Secureiavel

\wise Installation Wizard (R)

[ =msex | Wed= | [ conce |

Figure 3: Installation: installation folder

4. The next window starts the installation procedure. Click on Next to
continue.

i Device Scannen Setup

Ready to Install the Application

Click Mext to begin installstion U

lick the Back button to reenter the installation information or click Cancel to exit
the wizard

wise Installation Wizard (R)

[ <pack | heds | [ cCancel |

Figure 4: Installation: starting the installation procedure

Sanctuary Device Scanner - V1.0



° Installation

1 Device Scanner Setup

Updating System
The festures you selected are currently being installzd. Q
=4

Updating componert registration

s nstallation Viizard (R)

Figure 5: Installation: ending the installation

5. When the installation procedure has finished, the following screen is
displayed. Click on "Finish" to exit the installation wizard.

1% Device Scanner Setup

Device Scanner has been
W successfully installed.

Click the Finizh button to exit this installation

Finish

Figure 6: Installation: completing the installation

6. You can now proceed to Start 2 Programs 2> Sanctuary = Device
Scanner 2 Device Scanner (onsole to execute the tool. The other
available options are described in The Sensor service on page 33.

Allerograms B | G Sanctusry canner »| f& Sensor >| @ Interactive Sensor
‘ Device Scanner Console ‘ Start Sensar Service
|'_?Q User's Guide ‘ Stop Sensar Service

Figure 6: Installation: Start menu shortcuts
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0 Installation

Uninstalling Sanctuary Device Scanner

At any time after installing Sanctuary Device Scanner, you can uninstall it from
your computer. Select Add/Remove Programs from the Windows Control Panel, and
choose Sanctuary Device Scannerfrom the list of installed programs. The Setup
program launches and uninstalls Sanctuary Device Scanner from your computer.
You do not need to reboot the computer once finished.

10 Sanctuary Device Scanner - V1.0



‘ Finding your way around

Finding your way around

This chapter describes the different programs elements and how you can use them
effectively.

Starting up Sanctuary Device Scanner

Once the program has been installed — see /nstallation on page 7 — you can
proceed to Start = Programs = Sanctuary = Device Scanner = Device Scanner
Console to start the program. You can also create a shortcut in Windows' desktop
for your convenience.

The program main window

Once started, you see the Sanctuary Device Scanner window that has a standard
Microsoft interface, which is easy to use and is one that most users are familiar
with.

The following illustration identifies the various areas of the screen.

Control panel Menu bar Toolbar Main window Status bar Immediate scan bar

- 7
Sanctuary Device Scannir

Scan Host: ‘

Y Scans *
5 Reports
7% Configuration Known Hosts 1|
e

can Reriges Known Devices ‘ 20|

Total Scans

04/07/2006 13:20

Last Scan

Hoists in Last Sca

04-07-2006 13:20:24 WARNING Scanner [1] read A
from host [192.165.1.3]1, message [The
networly path was not found.

04-07-Z006 13:20:25 MESSAGE Scanner soan process
finjShed, successfully scanned [7] hosts

[ Jste: e

Figure 7: Program's window

The Menu barin the upper part of the window lets you choose different functions
and commands available. As with nearly all Windows' programs, you can use the

Sanctuary Device Scanner - V1.0 1



0 Finding your way around

AT key to have immediate access to the different commands. You can use, for
example, AiT+1R to get refresh the main window.

The Control Panellets you select among the several program modules:

> Scans- to see your different scan results

> Reports- to get a range of useful XML formatted reports

> Configuration- to change program's options

> Scan Ranges- to define computer(s), IP address ranges, or domain to scan

The Toolbar gives you immediate access to the tools otherwise provided by the
Tools item located on the menu bar.

The Main Window changes depending on the control panel chosen module. It is
context specific.

On the Status baryou can follow a scan progress or be informed about what the
program is doing in each module.

You can use the /mmediate Scan baryou can define a host, user name and
password to do an immediate scan (by clicking on the icon located to the right)

The program menus

In the upper part of the window, you have the menu bar. In this bar, you can find
the following items:

Menu Used to ...

>Export actual scan with default name (XML format)
> Exit the program

>Start a scan (search for connected devices).

Tools >Start or stop a scheduled scan.

>Refresh the main window

>Access this help file.

>See program info.

Table 1: The three available menus in Sanctuary Device Scanner

File

Help

You will find a brief description in the next sections.

The File menu

Use the File menu to save the list of known devices in XML format or to close the
program.

12 Sanctuary Device Scanner - V1.0



Finding your way around

You can choose between the following items:

Menu

Description

Export to XML

Allows you to save the actual scan in a XML format file.

Exit

Quit the Sanctuary Device Scanner program.

Table 2: The File menu items

The Tools menu

Use the 7oo/s menu to start a scan, start or stop the scan scheduler, or refresh the
main window screen.

You can choose between the following items:

Menu Description

Scan now You can start a new device scan. The filters defined in the
Scan Ranges and Configuration windows are applied.

Start Schedule Start the scan scheduler. The filters and options defined in
the Scan Ranges and Configuration windows are applied.

Stop Schedule Stop the scan scheduler.

Refresh Update the main window screen.

Table 3: The Tools menu items
The Help menu

This menu, Help, is primarily used to access the help file menu. It also gives you
information about the program’'s version and access to SecureWave's Web site:

Menu

Description

About

This item displays information about the current version of
Sanctuary Device Scanner.

Help Contents

This command allows you to view the help file.

SecureWave on
the Web

You can go to the SecureWave home page from here. There
you can find updated information about Sanctuary Device
Control and all our other products.

Table 4: The Help menu items

Sanctuary Device Scanner - V1.0
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‘ Finding your way around

The Control Panel modules

Grouped on the control panel you will find the following modules:

Scans

When double clicking this option, a list of all computers and devices scanned is
shown:

Sanctuary Device Scanner

Flle Toos  Help

g 8[| scentosti Username: [ assmerd | L
= Computer
omputers
Mame SECUREWAVE
Pats [COM & LPT) IP Address 192 168.1.2

_J ECF Piinter Fort (LFT1)
7 Communications Port [COM Last Sean
7 ECP Piinter Part (LPT1)
-~ Communications Part [COM" Scan Message success
i S IntellR) Unified Giaphics Drivers
- Flopny disk dives
- DYD/CDROM dives
i) Disk diives

Device Count

=
=

=% Devices
i Ports [COM & LPT)
352 InielRi Unified Giaphics Drivers

&, Floppy dick diives
- DVDACDROM diives
e Disk diives

<

[ lStie: scaming

&
e
&

|

Figure 8: Example of a scan

No options can be changed here but you can use the Immediate Scan Bar to do a
scan defining the required parameters (host, user's name and password). Device
attributes are displayed only for information purposes. However, you can change
the scan parameters using the Configuration or Scan Ranges modules. If you are
on the first level of this module (Scans), you can trace the scan progress using the
log panel:

Soans
Knowin Hosts
Knonn Devices
Total Scans
Last Sean 0470772006 12 30)
Hasts in Last Scan

Log

04-07-2006 13:46:57 MESSAGE ConfigBesn loading config
from [C:\Program FilesiSacureWavs!SanctuaryiDevican?
heonfig. dan]

04-07-2006 13:47:00 MESSAGE Progrem  starting sensor
service

Figure 9: Scan trace in the Log panel

i Sanctuary Device Scanner - V1.0



° Finding your way around

Reports

Use the Reports module to get the actual scan devices information classified
according to several criteria.

You can choose between the following items:

Menu Description
Device list Use this command to obtain a report showing a complete
device list.
Devices by host | Use this command to get a report ordered by host name.
Devices by class | This item lets you select a report classified by device class.
Devices by bus Using this command, you can see a device list classified by
bus type.

Table 5: The Reports menu items

On the upper part of the screen you can see a list of all previously generated
reports (if available). You can right click on a register to select between Viewing or
Deleting the report.

Configuration

Use this module to define several program parameters:
> Add, edit, or remove filtered classes

> Define the scan interval (schedule)

> Define the communication port

> Chose the # of threads

> Select the scan timeout

> Opt to do a scan with the network user in case of the machine refusing the
actual user's credentials.

Scan ranges

You can control the way scan are done in this module. You can perform scans by:
> (Computer name

> |P address

> Entire Active Directory Domain

Sanctuary Device Scanner - V1.0 15






Making an initial device scan

Making an initial device scan

Your first task when using the program — unless you have previously done one —
is to define the scan range (computer(s), IP address, or domain to scan). Once this
done, you have several elements to play with:

> A complete HTML report

> (Computer and device info

> A raw XML device list

The procedure will be:

1.

4.

5.

Configure the program using the Configuration module defining all
required parameters

Define a scan filter using the Scan Ranges module
Scan your selected range using the scan module
Optionally, save your scan info as a XML file

Generate the required reports

We analyze each module in detail in the following sections.

&5 You cannot scan machines that hide behind a firewall.

25 You cannot revert to the default settings if you modify them (in

the Global Configuration window). Use the following table if you
want to go back to the original configuration.

Sanctuary Device Scanner - V1.0 17



Making an initial device scan

Setting

Default value

Scan interval 60 minutes
Scan threads 5
Communication port 7439

Scan timeout 60 sec.

Scan on connection
failure

Not activated

Filtered classes

1394.%; 1394Debug.*; 61883.*; Battery.*; Bluetooth.*;
Computer.*; Display.*; Doty.*; Enumi39y.*; fdc.*; hdc.*;
HIDClass.*; ISDD.*; Keyboard.*; LegacyDriver.*; MEDIA.*;
MdiaChanger.*; Monitor.*; Mouse.*; Mice and other.*; Net.*;
NtApm.*; Player_Recovery_Device.*; Processor.*; RamDisk.*;
SBP2.*; SCSIAdapter.*; SDHost.*; System Device.*; Unknown.*;
USB.*; Volume.*; VolumeSnapshot.*; VSO Devices.*; WCEUSBS.*

18

Table 6: Default configuration

Sanctuary Device Scanner - V1.0




‘ The Scans module

The Scans module

When generating a scan, you can see the results in the Scans module main
window:

b Sanctuary Device Scanner. EJ@@
File  Tools  Help
ilgt (@ @ (& | scantost: | | username; | | Password: | P
= Sooms B[ cooreon
=y Computers
=g Name SECUREWAVE
= Pors [COM & LPT)
5 ECP Frinter Port (LFT1] B 192.168.1.2
= Commurieations Port (COM Last Scan 30/06/2006 1641
4 ECF Printer Port (LPT1)
& Communications Port (COM Scan Massage
& 52 IntelfR) Unified Graphics Drivers
- 4L Floppy sk dives i Bl

G- DYD/CD-ROM diives
() = Disk drives
= S Devices
- Parts (COM & LPT)
@ S Intel(R) Unified Graphics Drivers
@ Floppy disk drives
% DVD/CO-ROM drives
[ e Disk drives
8 >

[ State scannng

Figure 10: An example of the scan panel

Once a scan is generated — either by a new scan or by scheduling it —, you can

proceed to get a report using the corresponding module. See Reports on page 23
for more information.

25 If you scan the same computer(s) several times, you may get

duplicated registers in the tree view. Refresh (Tools= Refresh)
the screen each time to get the updated view.

Scan parameters & details

The program generates a detailed device description (unless otherwise defined by
the parameters and options of the Filtered (lasses of the Configuration module)
when doing a scan. All parameters controlling the scan results are defined on 7he
Configuration module (page 27) or The Scan Ranges module (page 29).

Sanctuary Device Scanner - V1.0 19



The Scans module

- 5
Sanctuary Device Scanner

B=1ES

Fle  Tooks  Help
Pl @ & | Sean Host:l ‘Usemama: ‘ |Passwurd: ‘ ‘ ]
=¥ IntellR) Graphics Chipset (KCH] Driver A [ pevics
¥ Intel[R) Graphics Platiorm (5 ohBIDS) Driver
=K Floppy disk drives Mame [Sony Storage Media USE Devi]  Model  [USBSTORMDiskSony__Storg]
H Floppy disk diive
= (2L DVD/CD-ROM dhives FEE 505 T0R | ends [fen SONY |
> TEAC CD-224E Class ‘Disk drives | Product |P|od_5torage_Med\a ‘
iz Disk drives
et Mantor ZFO2000 Hw'  [USBSTORNDiskSony, S|a | FRewvision |Rev_1.00
~= LSB DRIVE USB Device torage_Media__1.00
<o IOMEGA UMl GBI0M2K4 USE Devics USHSTORDRkSang___S Tvee
Ki DataT lor? 0 USE D1 torage_tMedia___
e Kingston DataT raveler. evice USESTOR\D kG ony &
<= nSafe Keyper USE Device =
e SAMSUNG YP-T7F USE Device
~e SanDisk Cruzer Mini USB Devics : :
= Sony Storage Media USE Device Device Serial Humber Found on computer  Detection Dats
= SONY Storage Media USE Device fdB0E150034 740 SECUREWAYE 0/05/2006 16:41
: 410508150036640 SECUREWAYE 30/06/2006 16:41
g L‘gg’glugh"é”bli'zgg’ijusa Diice ABDADSIN0T0AERT SECUREWAVE 30/06/200 15:41
e o e APOS8150010360 SECUREWAVE 30/06/2006 16:41
= USB2.0MNand USB Deviee &
[:]State: scanning

Figure 11: A device info example

If you select any of the removable storage devices you get, beside very detailed
info, the device serial number of all specific devices of this particular type that
have been connected to the selected range.

Starting a scan

You can start a new scan at any moment by using the options provided on the
Tools menu or by right clicking on the Scans module:

@ Stop Schedule

4 ScanHow

<

Start Scheduls

Refresh

Figure 12: The Tools menu

Using this menu, you can:

> Start a scan

> Start or stop the scheduler (does not work in interactive mode)

> Update the main window

You can also do an immediate scan filling in the host, user's name, and password.

20
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° The Scans module

Log panel

If you are on the first level of this module (Scans), you can trace the scan progress

using the log panel located on the lower part of the main window:

Scans
Known Hosts
Known Devices
Total Scang
Last Scan (040742006123

Hosts in Last Scan

=/ |

Log

04-07-2006 13:46: 57 MESSAGE ConfigBean loading config
from [C:i\Program FilesiSecureWave)Sanctuary\DevScan?
Lconfig. dat]

04-07-2006 13:47:00 MESSAGE Program starting sensor
service

Figure 13: Scan trace in the Log panel

Immediate scan

Use the Immediate Scan Bar to initiate a scan. To begin a scan, type in the host,

user's name, and password and then click on the “Scan" icon located on the right

part of this bar.

Sanctuary Device Scanner - V1.0
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° Reports

Reports

The Reports menu allows you to generate a variety of reports about device
information including device name & class, bus type and host. The generated
reports are HTML files that can be viewed using Internet Explorer or any other Web
browser defined on your system. The reports can be printed, copied, converted,
saved, and modified as required. Reports are created in the Report folder located
in your Program Files|SecureWavelSanctuarylDevScanlreports (unless otherwise
specified on the installation).

25 Once the output is shown in your favorite Web browser, you can use
the ‘Print’ options to keep a hard copy backup of your report. Consult
your browser help for details.

25 You can change the way the date is formatted using the ‘Regional and
Language’ options of the ‘Control Panel’ of your Windows system.
Consult Windows Help for details.

&< Reports are created using the respective template found in the
<appinstall>ltemplates directory.

Reports are automatically saved — in the default \reports directory — and can be
printed for your future reference.

The following table summarizes the types of reports that can be obtained when
doing a scan or by loading a previous one:

Type of Report | Description

Device list L!se this command to obtain a report showing a complete device

Devices by UZE this command to get a report order by host name.

gzgces by This item lets you select a report classified by device class.

g:;fces by bus thing this command, you can see a device list classified by bus
ype.

Table 7: Types of reports that can be obtained by a user

Sanctuary Device Scanner - V1.0 23




‘ Reports

Generating a new report

You need to first generate a scan in order to create a valid (non empty) report. See
Making an initial device scan on page 77and The Scans module on page 79

To create a new report
1. Select Reports from the Control Panel. The following screen is displayed:

File  Tools  Help

g d ad | seantost | | username: Password; | i
5 Soans Fleparts
o, Computers
% Devices Name Date Size
% Reports 20060830 _1E3843 html 30/06/2008 16:38 KB
20060830_1E3914. htrnl 3070672008 16:29 1KB

7} Configuration
7} ScanRanges

Create Repart

Report Type | Devices by Host - Generate

evice List
) v 15t

State: ide Devices by Class
Devices by Bus

Figure 14: Creating a new device scan report

2. Select from the list the type of report you will like. Once you are ready
to proceed, click on GENERATE. The report generation routine begins.

3. The program generates a final Device List (as an example) HTML report.
This page is opened in your default Web browser:
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° Reports

=
NS ECUREW AV E :: Device Scanner Tool - Device List - 03/07/2006 11:49 - Microsoft Internet Explorer =113
File Edt View Favorites Tooks Help T
Yo D @ ] O 3 3B m-JR 4
Dot - @ - X B @ Poeach Spraons @) (-5 ® - JE B
Address | &9 CiPragram Fikesteau tuaryD 03_114903, bt B |k ™
-~
Report date 03/07/2006  |Report time 11:43  [Total scans |3
Known computers |1 Knoun devices |20 Lastscan  |03/07/2006 10:40 SecureWave
e | U5B2.0 Nand LS |Disk USBSTOR | USBSTORADisk_LISBZ. DN and, 307062006 | 5 o) rpwavE
Davice rives le:et |
Ports
7| Cormunicstiong 30/06/2006
TS (COM & [ACPI  |ACPIVPHPOSOL e SECUREWAVE
LPT)
s Ports
JF|ECP Printer Part | com e |acPr ACPTPHPO4D1 307062006 | 5 ) rpwavE
| @eray le:et
LPT)
Flappy
M| Floppy disk drive [disk FoC FDCYGENERTC_FLOFFY_DRIVE ig{gifzuua SECLIREWAVE
drives :
1oMEGA
o | UMRILGBHIOM2KA 2'“‘ USBSTOR | USBSTORYDIskIOMEGA_ UMRi1GB*IOM2KA__1.01 F0/0E/2006 | op oy imewave
e rives 16:41
Int=l(R)
Intel(R) Graphics
- Unifiad I s0/06/2006
| chipseb(koH) |G, [PISPLAT | DISPLATLINTKCH-244-CHIPSETS o secuREwAE|
< &
&] Done 4 My Computer

Figure 15: Device list report

The report is also saved in the <appinstall>\reports\ folder. You can
print it for future reference.

Saving a report

All generated reports are automatically saved in the <appinstall>\reports\ folder
and shown in the Reports section of the module's main window. No user action is
needed except for maintenance (deleting, viewing, or printing).

Viewing old reports

Every report is automatically saved in the <appinstall>\reports and can be located
using Window's File Explorer if needed. The program also shows the list in the
Reports section of the module's main window from where you can view them
directly.

To view a report:
1. Select the register from the Reports list.
2. Right click on the register, double click on it, or press Enter to directly

open the report in your predefine Internet browser. If right clicking on
the register, select View Reportfrom the popup menu.
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0 Reports

Deleting old reports

Reports are never deleted and it is your responsibility to do so. To erase old
reports:

1. Select the register from the Reports list.

2. Press Delete or right click on the register. If right clicking on the
register, select Delete Report from the popup menu.

3. Click Yes on the confirmation dialog.

Printing a report

Reports are printed using your predefined Internet browser. To print a report, you
must first open it and then select File = Print or Ctr/+P (if using Windows Internet
Explorer).
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‘ The Configuration module

The Configuration module

This module is used, in conjunction with the Scans Ranges module, to configure
some of the scans global options.

b Sanctuary Device Scanner. EJ@@

File  Tools  Help
ilat (8[| | scantost: | | tsermame: | | Password: | [/
S Scans Global Configuration
o4 Computers
S Dovices Fitered Classes ~
.5 Reparts
fe 8 Conliquration Eng i
» ebug.
% Scan Ranges e
Battery *
Bluetooth.”
Computer.”
Displap.”
Datd.” v
Scan Interval min.  Communication Port 7439
ScanThieads Scan Timeout sece
Sean on connection faiure
Save Cancel
[ Jotae e

Figure 16: The Configuration module

Filtered classes

The upper part of this module's main screen shows a list of all classes that will be
excluded from the scan even though they are, in essence, devices by their own.
Examples of this are the video cards. As these cannot or may not be controlled
using Sanctuary Device Control, there is no need to scan them. You can add,
delete, or edit a filter by right clicking on the Filtered Classes panel:

To add a filter

Right click on the Filtered (lass panel and select Add Filter from the popup menu.
Proceed to define the filter using a regular expression. It can be as simple as a

wildcard character (Displ.*) or as complex as you need (“[ \t]+*). Type in the filter
in the field and click on SAve.
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‘ The Configuration module

Add / Modify Filter El
Flease specify a reqular expression = ]
For the Filker ]

Save Cancel

Figure 17: Adding or modifying an exclusion filter

To edit a filter

Select from the list the register you want to edit and do a right click. Select £dit
Filter from the popup menu. You will get the same dialog as for adding an
exclusion filter. Change the field and click on Save.

To remove a filter

Select from the list the register you want to delete and do a right click. Select
Remove Filter from the popup menu.

Other available options

The bottom part of the main window contains several other options related with
the scans:

> Scan Interval: Used for scheduling: defines the period (in minutes) between
consecutive scans. You can restart a schedule by using the tools menu or Scans
contextual menu.

> Scan Threads: here you can also the number of parallel scan to be performed.

> (Communication Port: Port used by the Console to communicate with the scan
service component. If the port number is changed, you will need to restart the
scan service in order to make the change take effect. The scan service can be
restarted by typing "“net stop devsensor" in a DOS box, followed by a “net start
devsensor".

> Scan timeout: period (in seconds) before the program gives up a
communication and proceed with the next one in the list.

> Scan on connection failure: usually the scan is don e using the credentials of
the user defined in the Scan Ranges module. If this is not possible for some
reason and this option is active, the program will try to do the scan using the
service account which started the “DevSensor"” service (usually NT
Authority\NetworkService).
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‘ The Scan Ranges module

The Scan Ranges module
You can define precisely what should be scanned or not using this module.

- 4
Sanctuary Device Scanner

File  Tools  Help
i@ (@ [m[& | ScanHost: Username: Password: ‘ ]
= Scans Sean Ranges

+1; Computers
T Devices T Details User Pud

3 Reports iomputers} SecureWave administrator
D Confiquaton IPRange 192 16811-132166.1.3
& Scanf Computers S ecureWave, SecSry Administrator

¥ Scan Ranges Dormain

Import
State: idle

Figure 18: The Scan Ranges module main window

Adding, editing, or deleting ranges

If you right click on any part of the Scan Ranges module main window (or on a
register if you want to edit or delete it) you get the following popup menu:

|| AddRrange

=4 Edit Range
3| Remove Range

Figure 19: The Scan Ranges right click popup menu
Select the required option to add, edit, or delete a register as specified in the

following sections.
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Adding a rule

To add a new rule, follow these steps:

The Scan Ranges module

1. Right click on any part of the Scan Ranges module main window.

2. Select the type of scan: Computer, IP range, or Domain.

Depending of the selected type you get one of the following screens:

Add / Modify Scan
Please specify the scan range ko add [
edit

Add / Modify Scan
Please specify the scan range to add |
edit

Add / Modify Scan
Please specify the scan range ko add [
edit

Usemame  |Administrator
Parss

Scan Type  Computers =

Computers  [Securewave
SecSry

Save Cancel

ScanTppe  IF Ranges =
Stait IP 132.168.1.1
EndIF 132.168.1.3

Save Cancel

Scan Type =

Save Cancel

Figure 20: Scan Range for
computers

Figure 21: The Scan Range for

IP addresses

Figure 22: The Scan Range for
a Domain

3. If required, type in the Username and password fields. If left empty, the
service credentials are used.

4. Click on the Save button to close the dialog and keep your filter or on
CanceL to abandon the action.

If defining a computer range, type in name of the computer and end it with the
EnTER key. You can also use the ellipsis button to search for them and add them

using an auxiliary dialog:

& add Computers

Add Computers
Please select the computer(s) ko
add

Add Computers Cancel

Figure 23: Selecting computers directly from the Add Computer dialog
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° The Scan Ranges module

Deleting a range

To delete a range, select it from the main window and right click on it. Select the
Remove Range item from the popup menu.

Editing a range

You can edit a range by selecting it from the main window and right clicking on it
to select the £dit Range item from the menu. Once the Scan Ranges dialog is
opened, edit the parameters directly on each required field.

Importing ranges

You can directly import an IP addresses range or computer list to rapidly populate
the scan range by clicking on the ImporT button located on the lower right part of
the window. You are presented with a dialog from where you can directly type the
name of the file (including the complete path) or search for it using the ellipsis
button. Once the file located, click on the IMPoRrT button to complete the process or
on CanceL to close the dialog without importing the file.

2 Import Ranges @
Import Scan Ranges _t;.
Use this wizard to import Ip Ranges or o
Computer Aooounks = o

O Impott IP Addiess Ranges

The &5CI file to impart must be in the following format;
<START-IP>-<END-IP> [<USERMAME> | [<PASSWORD |
) Import Computer List

The ASCII file ta import must be in the follawing format:
<COMPUTER: [<USERNAME: [[<PASSWORD>]

Filename ]

Figure 24: Importing an IP address or computer range list to scan

Z5 If you import a range and do not select the proper option, the
list would not be correctly recognized.
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‘ The Sensor service

The Sensor service

Sanctuary Device Scanner works based on a service plus a control console where
all scans, reports, and configuration is done.

Using Windows START button (or H key), you can directly access the service or
console.

All Programs

‘ Interactive Sensor

W@ start Sensor Service

Device Scanner Consols
[ User's Guide

@ stop Sensor Service

Figure 25: The Windows' Start menu

You can see that there is one option to open the console while the other three
ones are used to control the service.

Starting and stopping the service

There are times where you do not want the service to continue running once you
are not using the console or the other way around.

The last two options of the start menu are use to start and stop the sensor service.
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The Sensor service

Interactive sensor

The use of the interactive mode of the sensor service is recommended for
debugging purposes or to get a detailed scan log.

To use the service interactively, just select it from the Start menu and type in the
required command (scan, scanip, scanhost, hosts, devices, config, starts, exit)

Interactive Sensor -0 J

B:86 ! ERROR | ConmServer tartup failed [Only one usage
£ cach socket address (protocolsnetuork address/pert> is normally permitted]
o oC St Te a0 e i HESBRGE. Program ! starting interactive mode

e[:ulellaue\Sanctualy\DeuScanZ)Senr‘ul exe sinteractive
6 SEAG, onf igBean i loading config from L[C: \qugla
e\Sanctua) y\DevScan2\config.dat]

1
cuwrrent configuration
atistic:

Figure 26: The Configuration module

If you want to create a log, redirect the output from the command line as in the

following example:

C:\"Program Files"\SecureWave\Sanctuary\DevScan\sensor.exe —scan > log.txt

34
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° Requirements and Limitations

Requirements and Limitations

In order to be able to use Sanctuary Device Scanner tool, you need to comply with
the following requirements:

1. The workstations to be scanned must have the Remote Registry service
installed and running before doing a scan.

‘\ : Remember that activating this service may allow other user to

edit your registry remotely but can also allow the administrator
to remotely audit the company'’s client machines.

2. The computer(s) to be scanned must be turned on and connected to the
current domain during the scan process.

3. Device Scanner does not work (or works partially) when installed on a
Windows 2003 Sp1 0S.

4. Computers behind firewalls are not scanned.

Sanctuary Device Scanner - V1.0 35






° Glossary

Glossary

Class

A device class is a collection of devices that have similar characteristics and that
can be managed in a similar manner; for example, a Palm Vsx device belongs to
the Palm Device Class.

HTML

HyperText Markup Language is a language used for the creation of Web pages and
other information to be displayed in a Web browser.

Remote Registry service

A Windows' service that, when activated, allows a remote user to read or modify
registries in the local computer.

Service

A program, working in the background, that offers certain functionalities needed
(or not) by the operating system.

Template

A predefined layout used by the program to create the reports.

XML

The Extensible Markup Language is a general-purpose markup language capable

of describing many different kinds of data. Its primary purpose is to facilitate the
sharing of data across different systems
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